
Positive Tipping Points 
in NHS Digital Systems



A wake up call



The perfect storm
Sub-optimal cooling systems

Ageing technological infrastructure

Overly complex and distributed  
responsibilities for managing the 
data centre environment; 

Insufficient cooling actions on the 
day to mitigate extreme ambient 
temperatures. 



Climate crisis is a health 
crisis

Dealing with climate change is no longer 
about “risk” - it is about survival. 

The real killer is the breakdown of our 
systems. Heat, floods and fires do not just 
cause illness - they destabilise food supplies 
and economies. 

Taking action on climate change is the 
biggest health opportunity of our lifetime. 

Without action, the hazards are 
catastrophic. The climate emergency is a 
health emergency, and we must treat it as 
one.



Context
"How can we ensure our digital service is less 

likely to fail, and quicker to recover 
when climate risks occur?”



NHS digital resilience
Complex - 217 Trusts, c350 systems each – 76,000 permutations! Lack of:

• clarity on responsibility – procurers and providers

• accountability

• Transparency – hidden risks embedded in cloud based serivces

Cascading – power and web-connectivity critical vulnerabilities, cyber attack overlap

Overstretched – struggled to even find time for staff to engage

Underdeveloped – resilience seen as inefficient

Under-estimated - Models used by governments understate climate risks



Oxymoron of digital 
resilience

Maslow’s Hammer



Cognitive debt
“Cognitive Debt is where you forgo the thinking in order 
just to get the answers, but have no real idea of why the 

answers are what they are.”

“I’ve had clinicians ask me how they can know a 
patient’s history without digital records. They seem 
amazed when I suggest asking the patient or their 
family/carers” NHS Trust Head of Resilience



Application of Positive 
Tipping Points methodology



Pattern spotting  



Non-technical blind spots

Most of the data points in 
modelling and Business Continuity 

Plans reference physical 
interventions – weak influence

Limited reference to 
social, cultural and 

psychological context –
powerful levers



Thinking like a system

If we want to change a 
system, we need to 
think like a system.

Positive Tipping Points 
methodology allows us 
to consider leverage 
points with whole 
system impact, 
including goals and 
mindset.



Resilience

The capacity of a system to deal with change and 
continue to function or recover rapidly.

Six reinforcing principles: 
• Redundancy, 
• Diversity, 
• Dispersity
• Autarky (self sufficieny)
• Adaptability, and
• Transformability



Understanding & actioning



Positive Tipping Points identified
Two aspects of Positive Tipping Points identified:

• Enhancing non-technical resilience

• Enhancing technical resilience



PTP – Enhancing non-technical 
resilience
NT1. If decision makers prioritise resilience and long-term thinking 
amidst day-to-day working 
NT2. If climate resilience was viewed as essential and a shared 
responsibility by staff and suppliers
NT3. If we had a more effective response to incidents and better learning 
from them

NT4. If we reduce ‘cognitive debt’ of outsourcing systems and services

NT5. If we had a reciprocal resilience network with institutional partners  

NT6. If we had nature-based resilience networks with local partners



PTP – Enhancing technical resilience

T1. If we understand the risk and resilience of the existing 
system

T2. If investment and procurement balance resilience with 
complexity and cost

T3. If we knew the likely impact of climate change 
(medium/long term) and climate incidents (immediate term)



Enabling Conditions development

Each Enabling Condition is developed by expressing as a 
positive “If… statement” and examining:
• Cost
• Desirability
• Convenience

Then looking at:
• What conditions are already in place? Can they be strengthened?

• What conditions are not in place? What is your role creating them?

• What indicators can we use?



Enabling Conditions (excerpt)



Feedback Loops
Feedback loop Explanation Example
Social 
contagion

An idea or behaviour spreading from one 
person to the next

People being influenced by their friends or 
neighbours installing solar panels

Learning by 
doing

The more we do something, the better at it 
we get

Listening to feedback on a workshop or 
project and taking action to improve the 
next one

Percolation
The abrupt change of a network from 
locally to globally connected, allowing 
change to spread more widely 

The rapid increase of a contagious virus 
from contained to widespread

Economies of 
scale

The more we do something the cheaper it 
becomes (cost, energy etc.)

Bulk-buying ethical products, or renewable 
energy, making it more attractive to others

Economies of 
Networks

The value of a product or service increases 
the more people use it

The more people prepared for disruption, 
the lower the risk of cascading failures

Tech 
Reinforcement

As a new technology or behaviour gains 
momentum, other new developments are 
created that reinforce it

The creation of apps to reinforce our use of 
smartphones



Feedback Loops

View in 
Mural

https://app.mural.co/t/timfrenneauxco0060/m/timfrenneauxco0060/1771247962429/cd3c961e6a3c13f6c98cb110f476179c16487dc9


Triggers

One might expect events such as climate incidents to create opportunities to 
overcome institutional frictions and create change.

But institutions have balancing feedbacks that sustain the status quo (e.g. 
fragmentation, veto power). 

Recent work suggests that sequencing policies so that benefits are realised early 
and often can increase subsequent support for more ambitious climate response  



Sequencing Triggers 
Working on the system not in the system

The most connected, and most 
influential, nodes in the system relate to 
mindset, culture and priorities.

These are the proposed start points for 
sequenced interventions that can create 
enabling conditions required to trigger 
Positive Tipping Points



Holdfast . 
The Team Resilience Exercise



New narratives, fresh perspectives

Institutional load of outsourcing - cognitive debt 

What if we didn't trust digital? – creating manual backups and workarounds when 
tech fails

Healthcare staff are last line of defence to climate incidents



Social pathways for change
Small world networks

This means interventions aiming for positive feedback through social contagion 
are best when they work across institutions, places, professions and roles



Why the PTP method 
works in this context

Large connected ecosystem

Strong influence of individual and organisational decisions



Which bits were most 
useful

Methodology on Notion

Feedback loops & social conditions

Big picture view, extending to story & narrative, small world networks
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